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Right to be protected against arbitrary or unlawful interference with private and family life

Score: 4.0
Including scores by component:

e General measures - 3.9

e Personal data - 3.8

e Inviolability of home and correspondence - 4.2

The state guarantees the right to privacy in Articles 28 and 29 of the Constitution of the Republic of
Belarus. Thus, according to Article 28, ‘everyone has the right to protection against unlawful
interference in their private life, including against encroachment upon the secrecy of their
correspondence, telephone and other communications, and upon their honour and dignity’. Article 29
of the Constitution protects the inviolability of the home and other lawful possessions of citizens: “no
one has the right, without lawful grounds, to enter the home or other lawful possession of a citizen
against their will”*. The Republic of Belarus has been a party to the International Covenant on Civil
and Political Rights since 1973 Belarus is one of the few states that has neither signed nor ratified
the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data,

adopted by the Council of Europe on 28 January 1981.
e General measures

Liability for violating the right to non-interference in private and family life is provided for in the
following articles of the Criminal Code of the Republic of Belarus: Articles 177, 178, 179, 203, 349,
352, 376, 407, 408°. At the same time, issues of liability for the unauthorised disclosure of personal
data remain unresolved. The legislation does not provide for specific offences relating to the
unauthorised dissemination and use of personal data.

Presidential Decree No. 60 of 1 February 2010 legally enshrined the state’s ability to use an Internet
surveillance system (identification of subscriber devices when providing Internet services) — the SORM

! Constitution of the Republlc of Belarus Articles 28 and 29,

3 Cr|m|nal Code of the Republic of Belarus, https //pravo.by/document/?guid=3871&p0=hk9900275
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system“. There is evidence that the Belarusian authorities also use Semantic Archive, a software
package developed in Russia that tracks data from open sources such as blogs, news agencies and
social media. Meanwhile, the US company Grayshift and several Israeli companies have provided the
authorities with tools to hack into locked mobile devices.

Furthermore, Presidential Decree No. 60 obliges mobile operators and internet service providers to
retain data on their users’ activity (IP addresses, details of the duration of internet sessions, websites
visited, search queries, the number and date of the service contract, subscriber’s full name, home
address, etc.) for one year, thereby ensuring the authorities have continuous access to various types of
data on their subscribers®. There are three mobile operators in Belarus: MTS, A1 and Life. Only Al is a
private operator, whilst the others are state-owned companies, which allows state bodies to easily
obtain various personal information®.

In its 2016 report, Amnesty International noted that the system in place does not meet the
requirements of international law’. In its concluding observations, the UN Human Rights Committee
also expressed concern about reports of the legislative enshrinement of broad powers for
surveillance, the interception of all electronic communications, including within the framework of
operational investigative measures through remote access to all users’ communications without
notifying providers. (para. 43 of the Observations)®.

Although the legislation has been drafted to provide certain safeguards for individuals, in practice
there is extensive state interference in private life. The current legislation is used by law enforcement
agencies not for the benefit of the individual, but to intimidate and surveil them; it is often applied
disproportionately and without strict necessity in a democratic society. Thus, according to experts, the
Operational-Analytical Centre under the President, as well as the KGB, have constant direct access to
systems for monitoring users’ online activity. All customers of internet cafés and other establishments
providing public internet access are required to present their passports and register if they wish to
use the services. Organisations are also required to photograph users. Hotels, restaurants and other
organisations are required to register guests before providing them with wireless internet access,
whether free or paid. The management of establishments providing public internet access is also
required to retain information on the websites visited by each of their customers for a period of one
year; they must provide this information to law enforcement agencies without fail. Furthermore,
Resolution No. 850 of the Council of Ministers of the Republic of Belarus dated 23 November 2018

* Decree of the President of the Republic of Belarus No. 60 “On measures to improve the use of the national segment
of the Internet”, 1 February 2010, https://pravo.by/document/?guid=3871&p0=p31000060

® Decree of the President of the Republic of Belarus No. 60 “On measures to improve the use of the national segment
of the Internet”, 1 February 2010, para. 6, https://pravo.by/document/?guid=3871&p0=p31000060

® https://freedomhouse.org/country/belarus/freedom-net/2019
” https://www.amnesty.org/en/documents/eur49/4306/2016/ru/

& Concluding observations on the fifth periodic report of Belarus, Human Rights Committee, CCPR/C/BLR/CO/5, 22
November 2018, https://undocs.org/ru/CCPR/C/BLR/CO/5
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also obliges the owners of various websites to retain the personal data of all registered users for one
9
year’.

In practice, both the authorisation of telephone tapping and similar investigative measures, as well as
oversight of these, is carried out by the public prosecutor rather than an independent judicial body. At
the same time, the tapping and recording of conversations may only be carried out in criminal cases
involving serious and particularly serious offences, which is not always the case in practice.

The Law of the Republic of Belarus of 15 July 2015 “On Operational-Investigative Activities” provides
for such operational-investigative measures as monitoring of telecommunications networks (Article
31) and monitoring of postal items (Article 32), which are carried out with the authorisation of the
prosecutor or his deputy (Article 19)*°. Criminal procedure legislation provides for the possibility of
seizing postal, telegraphic and other items, their inspection and removal (Article 213 of the Code of
Criminal Procedure) and the interception and recording of conversations (Article 214 of the Code of
Criminal Procedure)’’. These procedural actions are carried out only with the authorisation of a
prosecutor or by order of the Chair of the Investigative Committee of the Republic of Belarus or the
Chair of the State Security Committee of the Republic of Belarus. In practice, however, the inspection
and opening of postal items is carried out everywhere, regardless of authorisation by an official, and
is carried out in respect of any person where necessary. Furthermore, the privacy of prisoners’
correspondence is systematically and grossly violated. The existence of lawful restrictions does not
justify the need for constant censorship of correspondence in the prisoner’s absence , nor, moreover,
the destruction or concealment of correspondence without notifying the prisoner even of the fact that
it has been received.

A request by a criminal prosecution authority for the provision of information or documents
containing state secrets or other legally protected secrets must be authorised by a prosecutor.

As regards private family life, in 2019, Regulation No. 22 of the Council of Ministers of the Republic of
Belarus dated 15 January approved the Regulations on the procedure for recognising children as being
in a socially dangerous situation (hereinafter ‘SDS’)*2. According to the information received, threats to
include children in the database or to remove children from the family place enormous psychological
pressure on families that are already vulnerable and can lead to dramatic situations. Moreover,
anyone who becomes aware of a child living in what they consider to be adverse circumstances may

° Decree of the Council of Ministers of the Republic of Belarus No. 850 “On the Approval of the Regulations on the
Procedure for the Preliminary Identification of Users of Internet Resources and Online Publications”, 23 November
2018,

https://etalonline.by/document/?regnum=c21800850

1% | aw of the Republic of Belarus No. 307-Z of 15 July 2015 “On Operational and Investigative Activities”,
http://kgb.by/ru/zakon289-3

1 Criminal Procedure Code of the Republic of Belarus,_https://pravo.by/document/?guid=3961&p0=HK9900295

12 Resolution of the Council of Ministers of the Republic of Belarus No. 22 “On the Recognition of Children as Being in
a Socially Dangerous Situation”, 15 January 2019, https://pravo.by/document/?guid=12551&p0=C219000228&p1=1
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report this to the child welfare authorities or the Commission on Minors’ Affairs. Thus, neighbours,
paediatricians and police officers can become sources of information'®, which may serve as an
ineffective means and a method of revenge for personal reasons, highlighting the system’s
shortcomings and loopholes. Moreover, placing a family on the Social Protection Register is not
always ‘assistance’ from the state; sometimes the provisions regarding the Register can be used by
state bodies to persecute undesirables or to boost statistical figures. This provision infringes on
parents’ rights, constitutes an intrusion into private and family life, and interprets the principle of the
best interests of the child in a strict and disproportionate manner, whereby it is easier for the state to
deprive parents of their parental rights than to help them rehabilitate themselves.

In 2019, the main legislative act regulating information relations concerning personal data and its
protection is the Law of the Republic of Belarus of 10 November 2008 “On Information,
Informatisation and Information Protection” Information about an individual’s private life and
personal data are classified as information whose dissemination and/or provision is restricted. The
Law establishes the procedure for the collection, processing and storage of such information. Thus, no
one has the right to demand that a natural person provide information about their private life and
personal data, or to obtain such information in any other way against the will of that natural person,
except in cases established by legislative acts of the Republic of Belarus.

Individuals may obtain personal data from the population register on the basis of Resolution No. 410
of the Ministry of Internal Affairs of the Republic of Belarus dated 22 November 2012, which
establishes the form of a written application for the provision of personal data of individuals,
specifying the full name of the person whose data is being requested, their identification number and
documents confirming the right to receive the information.

In all other cases, where a person’s personal data is obtained from sources other than the population
register, one should be guided by the general provisions of Article 18 of the Law ‘On Information,
Informatisation and Information Protection’, which establishes the requirement to obtain the person’s
consent to the transfer of their data. However, the form and procedure for such actions are not
specified in the legislation.

The current legislation of the Republic of Belarus provides for liability for infringing upon a person’s
honour and dignity. Thus, pursuant to Article 153 of the Civil Code of the Republic of Belarus, a citizen
has the right to seek a court order to refute information that defames their honour, dignity or business
reputation, unless the person who disseminated such information proves that it is true.

3 https://newgrodno.by/novosti-belarusi/stoit-li-roditelyam-zadumatsya-o-popadanii-v-sop/
! Decree of the Ministry of Internal Affairs of the Republic of Belarus No. 410 “On the establishment of the form of a
written application for the provision of personal data of individuals contained in the population register”, 22

November 2012, https://pravo.by/upload/docs/op/W21226660_1356210000.pdf
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Many forms of surveillance and interference in private life (wiretapping, electronic surveillance, etc.)
are regulated by relevant legislation (Article 214 of the Code of Criminal Procedure), in accordance
with the principles of legality, proportionality and necessity; however, in practice, according to
experts, state bodies constantly interfere in private life, violating these principles. State bodies
selectively find one provision or another to justify their interference in private life. The state has
considerable discretion. These concerns were confirmed in 2018 during the investigation into the
“BELTA case” and the trial of Marina Zolotova, editor-in-chief of TUT.by. An audio recording of a
telephone conversation between Zolotova and a TUT.by journalist, allegedly confirming the unlawful
use of BELTA materials, was provided by the prosecutor’s office and published in the state media.
However, the conversation actually took place in March 2018, at least a month before BELTA reported
the infringement to the police. Moreover, evidence of the conversation was published the day after
the raid in August 2018. It remains unclear which agency, and on what grounds, was monitoring the
TUT.by editor’s telephone several months before the case was opened.

Belarus continues to use surveillance systems against its citizens on a regular basis. Amnesty
International’s 2016 report notes that activists fear their offices are being bugged, their telephone
conversations monitored and their locations tracked: for instance, there are reports that law
enforcement officers had information about the venue of certain events even before they began®.

Given the tightening of state control over the internet, Belarusians use proxy servers and other
methods to circumvent censorship and surveillance. During the reporting period, over 4,000 Tor users
connected directly and around 1,500 Tor users connected via bridges; these figures are similar to last
year’s. However, in spring 2019 there was a sharp rise in the number of direct users. Belarusians are
among the most active Tor users.

It is widely believed among experts that the government regularly monitors the internet traffic, text
messages and voice calls of political and civil society activists.

The possibility of protecting everyone from any unlawful infringements on the privacy of personal and
family life by anyone, be it state bodies, natural or legal persons, and legal remedies against those
who commit such infringements, do exist; however, their effectiveness is questionable. The level of
legal awareness in society is low; consequently, most unlawful intrusions into private life go
unchallenged by the individual. In rare cases, individuals go to court to defend their rights. For
example, in 2019, a court ruling was handed down in favour of the plaintiff, Dr Dmitry Sereda. In
2016, two women from Minsk encountered a flasher in a forest park, reported it to the police and
identified Dmitry. Despite the fact that he had an alibi - on the day in question, Dmitry was fishing
with friends 80 km from Minsk - the police did not bother to check and, on the morning of 4 August
2016, rudely broke into his private home and arrested Dmitry. “I was at home with my wife and
three-year-old daughter,” recalls Dmitry. “| woke up to a loud banging on the door and window. |
thought it was an earthquake. Then there were shouts: ‘Get down, or we'll shoot!” | was terrified, | ran

5 https://www.amnesty.org/en/documents/eur49/4306/2016/ru/
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to my wife and child... they just said: "You shouldn’t have been waving your trinkets about.” The man
was held in a temporary detention centre for two days, although it became clear on the same day that
Dmitry had no connection to the crime of which he was suspected, and he was eventually released.
For the next three years, Dmitry went through the courts seeking compensation for material and
moral damages, but the law enforcement agencies refused to admit fault, claiming that the officers
had acted within the law"®. However, this case is an exception to the rule.

The law stipulates that oversight of interference in private and family life is carried out by the
relevant authorities in strict accordance with the law. There is the possibility of lodging a complaint
with the public prosecutor’s office; however, the public prosecutor’s office often refers such complaints
for consideration to the very authority whose actions are being challenged. Interested parties have
limited scope to challenge any violation of this right in court, given that in Belarus there is a practice
whereby, if the law does not explicitly provide for the possibility of challenging a decision or action in
court, the court may refuse to hear the case on the grounds of lack of jurisdiction.

o Personal data

The collection and storage by public authorities or private individuals of any personal information in
databases or otherwise is regulated by law.

The legislation does not contain a single definition of the concept of “personal data”, nor does it
regulate the situation of “data merging” (profiling) or issues relating to the cross-border transfer of
personal data. State bodies apply different standards for the collection, storage and processing of
personal data; there is no uniform approach to the conditions for storing personal data in state
databases. In 2019, there was no comprehensive law on personal data. Procedural issues regarding
the collection, storage, use and retention of personal data are partially regulated.

Individuals are unable to obtain information regarding who collects their personal data, when and for
what purpose, or who has access to their personal information stored in government databases.
Government bodies face no restrictions on the information they collect or the means by which they
access it, given that, as of 2019, there are only fragmented legislative provisions on personal data,
and there is no specific set of rules on how to collect, store, process and use individuals’ personal
data. This leads to a broad scope of application for existing regulations and, in their absence, broad
discretion for government bodies regarding information relating to an individual’s private life, the
collection of which is deemed necessary in the public interest. Due to the absence of a definition of
‘necessary in the public interest’ in the legislation, government bodies can and do interpret this
phrase broadly.

There are no clear rules regarding the collection, storage, processing and use of personal data by
commercial organisations.

16 https://www.kp.ru/daily/27028/4091908/
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Information relating to an individual’s private life is not always retained for a reasonable period
necessary to achieve a legitimate purpose. There is no standardised approach to the retention periods
for personal data. The ‘reasonable period’ is 10 years for administrative court cases and 100 years for
criminal cases. There is legal uncertainty in a number of procedures regarding the storage of people’s
personal data. For example, when a person attends court, they are required to provide their passport
or other identity document to security staff. A photocopy of this document is made, but the procedure
is unclear; the person remains unaware of why their documents are being photocopied, for how long
the photocopies will be retained, and where.

Due to the absence of a comprehensive law on personal data in the legislation, if personal
information is incorrect or was collected or processed in breach of the law, and the reasonable period
for its storage has expired, the individual has no right to request, correct or destroy that information.
Only in exceptional cases, where such a right is enshrined in a regulatory document governing a
specific database of a particular state body, may an individual request this information.

e Inviolability of home and correspondence

The Law of the Republic of Belarus of 15 July 2015 “On Operational-Investigative Activities” provides
for operational-investigative measures such as the monitoring of postal items (Article 32), which are
carried out with the authorisation of the prosecutor or his deputy (Article 19)*". Criminal procedure
legislation provides for the possibility of seizing postal, telegraphic and other items, their inspection
and removal (Article 213 of the Code of Criminal Procedure) and the interception and recording of
conversations (Article 214 of the Code of Criminal Procedure)'®. These procedural actions must be
carried out only with the authorisation of a prosecutor or by order of the Chair of the Investigative
Committee of the Republic of Belarus or the Chair of the State Security Committee of the Republic of
Belarus. In practice, however, the inspection and opening of postal items is carried out everywhere,
regardless of authorisation by an official, and is carried out where necessary in respect of any person.
Many letters from abroad are opened without the addressee’s knowledge. Furthermore, the
confidentiality of correspondence concerning prisoners is systematically and grossly violated. All
procedural documents that a lawyer wishes to pass on to a prisoner are handed over via the pre-trial
detention centre administration, which violates the confidentiality of correspondence and the
confidentiality of communication with their client.

A request by a criminal prosecution authority for the provision of information or documents
containing state secrets or other legally protected secrets must be authorised by a prosecutor.

The law prohibits arbitrary electronic or other surveillance, the interception of communications, and
the monitoring and recording of telephone conversations in certain cases; however, in practice,
according to experts, the monitoring and recording of telephone conversations is widespread.

7 Law of the Republic of Belarus No. 307-Z of 15 July 2015 “On Operational and Investigative Activities”,
http://kgb.by/ru/zakon289-
'8 Criminal Procedure Code of the Republic of Belarus, https://pravo.by/document/?guid=39618&p0=HK9900295
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A search warrant is authorised by a prosecutor (Article 210 of the Code of Criminal Procedure); whilst
this ensures that the investigative measure remains within the bounds of the law, it does not render it
legitimate: in Belarus, searches linked to the alleged political activity of those being searched are
carried out on dubious grounds, without observing procedural safeguards (there is no question of the
impartiality and independence of the witnesses, and no search warrant is presented). During the
search, not only is undue and disproportionate disturbance caused to the occupants, but the dignity of
the person being searched is also frequently violated. Furthermore, a search of a home is not limited
to the search for necessary evidence presumably relevant to the case: when searching for weapons
and explosives, personal belongings—such as books, laptops and tablets—are seized from those being
searched, which, in turn, may lead to unlawful access to citizens’ personal data. There is a practice of
‘special’ thorough and often humiliating searches of specific groups of individuals who are of
particular interest to the investigation, for example, those involved in drug-related cases.

According to paragraph 3 of Article 211 of the Code of Criminal Procedure, a body search may only be
conducted by a person of the same sex as the person being searched, with the participation of
specialists and witnesses of the same sex. In some cases, searches are conducted using offensive and
humiliating treatment; for example, individuals suspected of possessing or trafficking drugs are forced
to strip naked and squat.

Sources:
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