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The score:  2.5  
Including scores by component:   
• General measures  1.8 -0,1 
• Personal data  3.8   
• Inviolability of home and correspondence  1.8  

 
In assessing the state of the right not to be subject to arbitrary or unlawful interference with private 
and family life in 2025, the Index experts recorded a marginal decline in the score for one component 
relative to 20241. The key events and trends of the year include the following: 

• A turning point in state regulation of sexuality and reproductive choice: for the first time at the 
level of a draft law, the state is proposing to enshrine explicit penalties for certain manifestations 
of identity and lifestyle, thereby stigmatizing them; 

• Expansion of the grounds for designating a child as being in a socially dangerous situation 
(which are often used for politically motivated persecution); 

• The continued construction of a "seamless" surveillance infrastructure through the integration 
of government information systems and the expansion of personal data sharing among agencies; 

• The "Belarusian Hajun" case became the largest data breach, leading to large-scale repression; 

• New mechanisms for restricting internet access and electronic communications for individuals, 
without adequate procedural guarantees, were enshrined in law; 

• The practice of installing spyware on the devices of persons summoned for interrogations and 
"conversations" was identified. 
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• General Measures 

2025 was marked by the beginning of direct state interference in matters of sexuality: a draft law2 was 
initiated to amend the Code of Administrative Offences (CAO). Among other provisions, it proposes a 
new Article 19.16 — "Propaganda of homosexual relations, gender reassignment, childlessness, and 
paedophilia." Part 1 of the article provides for punishment for "the dissemination, in any form, of 
information aimed at shaping citizens' perceptions of the attractiveness of homosexual relations, 
gender reassignment, childlessness, or the acceptability of paedophilia." Part 2 provides for stricter 
penalties if the dissemination results in "the exposure of a minor to such information." The human 
rights community issued a statement3 condemning these plans. The proposed amendments constitute 
direct discrimination: they arbitrarily restrict a range of rights (freedom of expression, the right to 
private life) on the basis of sexual orientation, gender identity, and reproductive choice. Moreover, 
certain aspects of private life are effectively stigmatized — declared "wrong" and unlawful. Particularly 
alarming is the juxtaposition of lawful conduct (homosexual relations, gender reassignment, 
childlessness) with criminally punishable acts against minors (paedophilia). This manipulation is 
designed to create a false association between legitimate personal choices and criminal behavior, 
effectively stigmatizing the LGBTQ+ community and women who have made certain reproductive 
choices. Even at the stage of parliamentary deliberation, this inflicts reputational, dignitary, and 
security harm on many thousands of people. 

The discriminatory provisions are not limited to the LGBTQ+ community. The state intends to prohibit 
all persons from publicly speaking about important aspects of private life. The ban may extend to any 
forms of LGBTQ+ identity expression and advocacy, many feminist viewpoints, human rights positions 
relating to the promotion of equality, protection of privacy, women's rights and LGBTQ+ rights, as well 
as informational materials — in particular those related to sexual education and family planning — 
works of art, and much more. Through this draft law, the state is explicitly entrenching its "new 
morality" and additional tools to pursue those whose statements or actions prove inconvenient to the 
authorities. A new basis for mass censorship is being introduced.4 The situation with discrimination on 
the grounds of SOGI (sexual orientation and gender identity) worsened in 2025.5 

The gender reassignment procedure (psychiatric diagnosis followed by a decision of a medical 
commission) remained in force in 2025. However, according to data from TG House, which monitors 
transition procedures,6 practical obstacles are increasing without any formal legislative change. 

 
2 "Об изменении кодексов по вопросам административной ответственности" – Банк проектов законов на Pravo.by 
3 https://belhelcom.org/en/news/unacceptability-criminalizing-freedom-expression-and-discrimination-against-lgbtq-people  
4 Amendments to the Code of Administrative Offences: What They Mean for LGBTQ+ People and the Childfree | Беларускі 
Хельсінкскі Камітэт 
5 Мониторинг репрессий и дискриминации в отношении ЛГБТК+ сообщества Беларуси в 2025 году 
6 Трансгендерный переход в Беларуси: алгоритм действий 

https://pravo.by/document/?guid=3941&p0=2025035001
https://belhelcom.org/en/news/unacceptability-criminalizing-freedom-expression-and-discrimination-against-lgbtq-people
https://belhelcom.org/en/news/amendments-code-administrative-offences-what-they-mean-lgbtq-people-and-childfree
https://belhelcom.org/en/news/amendments-code-administrative-offences-what-they-mean-lgbtq-people-and-childfree
https://tbelarus.com/post/the-monitoring-of-repression-2025
https://tbelarus.com/help/transition-belarus
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Resoltion No. 10557 of the Council of Ministers, dated December 30, 2024, which took effect on January 
1, 2025, established a new procedure for recognizing children as being in a socially dangerous situation 
(SDS) and in need of state protection, and defined the criteria and indicators for such a situation. The 
number of administrative offenses for which parents’ prosecution serves as grounds for classifying a 
family as being in a socially dangerous  situation has doubled (from 6 to 12). Among the expanded list 
of such offenses, four are used for politically motivated persecution: Articles 19.4, 19.10, 19.11, and 
19.8 of the Code of Administrative Offenses8. According to data provided by an online legal aid project, 
in 2025, among the most frequent requests for consultation, the topic of “SDS” ranked second and 
accounted for 20% of the traditionally most common category of labor issues. Thus, it is evident that 
abuses of the SDS mechanism (which have occurred previously) are becoming increasingly widespread, 
including by turning into yet another tool for exerting pressure on the families of individuals persecuted 
for political reasons.  

Experts pointed to a positive example—the Constitutional Court’s ruling on juvenile affairs 
commissions, in which the Court instructed the commissions to amend the relevant regulation, thereby 
opening the possibility of appealing their decisions. This ruling does not fundamentally change the 
situation regarding abuses of the SOP, but at least a formal avenue for appeal has emerged. 

Law No. 86-Z of July 12, 2025, “On Amendments to Laws Concerning the Protection of Children’s 
Rights”9 alongside the positive aspects of social protection for children, enshrined explicitly 
discriminatory provisions, imposing on parents the obligation to foster their child’s moral development 
and protect them from information harmful to their health and development, including information 
that “promotes homosexual relationships, gender reassignment, pedophilia, or childlessness.” 

Experts noted a positive example — a decision of the Constitutional Court concerning juvenile affairs 
commissions, in which the Court instructed that amendments be made to the relevant resolution, 
opening the possibility of appealing their decisions10. In previous years, the mechanism for recognizing 
a child as being "in a socially dangerous situation" (SDS) had been systematically used as a tool of 
pressure against families of dissidents and human rights defenders. This ruling does not fundamentally 
change the situation with SDS abuse, but it does at least create a formal avenue for appeal. 

Also in 2025, state monopolization of international representation in the cultural, sporting, and 
educational spheres — areas effectively relating to hobbies — was consolidated. A new provision was 
proposed in the CAO: Article 24.62, "Unlawful Representation of the Republic of Belarus at International 
Events,"11 which provides enforcement mechanisms for Presidential Decree No. 459 of December 2024, 

 
7 Постановление Совета Министров Республики Беларусь от 30.12.2024 г. № 1055 «О признании детей находящимися в 
социально опасном положении и нуждающимися в государственной защите» – Pravo.by 
8 https://trends.belhelcom.org/storage/reviews/January2026/SYruBWhZOtGSGiH0dyyX.pdf 
9 Закон Республики Беларусь от 12.07.2025 г. № 86-З «Об изменении законов по вопросам обеспечения прав детей» – 
Pravo.by 
10 Конституционный Суд Республики Беларусь 
11 https://pravo.by/document/?guid=3941&p0=2025035001 

https://pravo.by/document/?guid=12551&p0=C22401055
https://pravo.by/document/?guid=12551&p0=C22401055
https://trends.belhelcom.org/storage/reviews/January2026/SYruBWhZOtGSGiH0dyyX.pdf
https://pravo.by/document/?guid=12551&p0=H12500086
https://pravo.by/document/?guid=12551&p0=H12500086
https://www.kc.gov.by/document-87313
https://pravo.by/document/?guid=3941&p0=2025035001
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"On the Representation of the Republic of Belarus at International Events." The Decree stipulates, inter 
alia, that the use of the words "Republic of Belarus," "Belarus," "national," and "Belarusian" in events 
for the selection of participants to represent the country abroad is permitted only where the organizer 
is a state body (or one authorized by it). Representation of the Republic of Belarus at an international 
event involving the determination of a country-level winner — where the state may be represented by 
only one individual or one team — is now possible only with state permission (that is, permission, not 
mere notification).12 

In 2025, regulatory changes and administrative practices were recorded in Belarus aimed at expanding 
the "digitalization" of public administration, which reinforced the integration of and data exchange 
between state bodies, and expanded the volume of personal data processed by state bodies. In a 
context of a deficit of democratic accountability and problems with access to legal remedies, the risks 
of abuse increase. 

2025 marks significant development of the state unified e-services portal "E-Pasluga."13 A Council of 
Ministers Resolution of 28 March 2025 No. 18514 expands the list of government information resources 
subject to integration with the National Automated Information System (NAIS) for administrative 
procedures (in particular, the Ministry of Architecture and Construction's "GosStroiPortal" system, the 
Ministry of Education's "Educational Documents" system, the Ministry of Economy's "Unified Register 
of Licenses," the BelCCI Register of Certificates of Origin, and others). The same resolution establishes 
timelines for the creation of cybersecurity and cyber-incident response centers for information 
infrastructure facilities at state bodies (principally falling in 2025–2026), and provides a list of eleven 
organizations from which state bodies and state organizations are entitled to procure cybersecurity 
services through single-source procurement. The result is that, in strengthening cross-system 
integration of government registries and increasing the volume of inter-system data exchange, the 
state acquires "seamless" visibility into citizens' life situations within administrative frameworks. 

The Presidential Decree on the Unified Settlement and Information Space (USIS) of 15 January 2025 
No. 28,15 which encompasses the billing system for housing and utility services, enshrined among the 
functions of that billing system: 7.6 — the generation of information for the compilation of statistical, 
departmental, accounting, and/or financial reports, analytical information, and other data as provided 
for by legislation; and 7.7 — the generation of data for the performance of functions related to the 
registration of citizens by place of residence and place of sojourn. This may represent an expansion of 
data processing (for purposes other than those for which data were originally collected) with 
insufficient procedural guarantees. The obligation to transmit data to this system is placed on the 
Ministry of Internal Affairs (including through the provision of information from the government 

 
12 https://trends.belhelcom.org/storage/reviews/September2025/E1KuIm8dVxmxUDkWNIA3.pdf 
13 https://e-pasluga.by/en_US/home.html  
14 Постановление Совета Министров Республики Беларусь от 28.03.2025 г. № 185 «Об изменении постановлений Совета 
Министров Республики Беларусь от 12 декабря 2023 г. № 879 и от 23 февраля 2024 г. № 120» – Pravo.by 
15 Указ Президента Республики Беларусь от 15.01.2025 г. № 28 «О едином расчетном и информационном пространстве» 
– Pravo.by 

https://trends.belhelcom.org/storage/reviews/September2025/E1KuIm8dVxmxUDkWNIA3.pdf
https://e-pasluga.by/en_US/home.html
https://pravo.by/document/?guid=12551&p0=C22500185
https://pravo.by/document/?guid=12551&p0=C22500185
https://pravo.by/document/?guid=12551&p0=P32500028
https://pravo.by/document/?guid=12551&p0=P32500028
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information system "Population Register"), the Ministry of Taxes and Duties, the Ministry of Labor and 
Social Protection and its Social Protection Fund, and a number of other agencies. The owner and 
technical operator remains the Non-Banking Credit and Financial Organization "Unified Settlement and 
Information Space" Open Joint-Stock Company,16 established in 2016 by Decree No. 478 "On the 
Development of Digital Banking Technologies" (1 December 2015)17 with a National Bank share of no 
less than 50 percent plus one share. 

Presidential Decree of 12 March 2025 No. 107, "On an Information System for the Exchange of Data on 
Foreign Nationals and Stateless Persons,"18 provides for the creation, by 1 April 2025, of an information 
system for the exchange of data between Belarus and the Russian Federation concerning the crossing 
of the state border at checkpoints, as well as issued/cancelled/confiscated permits and identity 
documents of foreign nationals and stateless persons residing or sojourning on the territory of the 
Union State member states. The further integration of migration registration systems of Belarus and 
Russia is governed by the Regulation on the Functioning of the Information System for the Exchange 
of Data.19 

In 2025, approximately 170 political prisoners released by the authorities pursuant to what is described 
as "pardons" were forcibly expelled from the country to the territory of Lithuania and Ukraine (a country 
at war) directly from places of detention, without any choice as to their next steps, without the ability 
to take necessary belongings (some of those expelled have no documents other than a certificate of 
release), and without the opportunity to meet with relatives. Such coercive actions constitute a gross 
violation of a range of human rights,20 including the right to respect for private and family life. 

In the summer of 2025, reports emerged21 of several instances in which law enforcement officers visited 
the relatives of activists and former political prisoners who had left the country, in order to collect 
genetic material (saliva) for a DNA database, so that people abroad "could be identified if necessary." 
This practice affects not only personal data (biometric/genetic) but also family life (by involving 
relatives in coercive procedures). 

The legislative framework and scope for arbitrary application of the ecosystem of "anti-extremism" 
legislation continued to expand. A Council of Ministers Resolution22 No. 319 of 10 June 2025 introduced 

 
16 10 лет ЕРИП: как платежная система для миллионов стала незаметным сервисом 
17 Указ Президента Республики Беларусь от 01.12.2015 г. № 478 «О развитии цифровых банковских технологий» – 
Pravo.by 
18 Указ Президента Республики Беларусь от 12.03.2025 г. № 107 «Об информационной системе обмена сведениями об 
иностранных гражданах и лицах без гражданства» – Pravo.by 
19 Постановление Совета Министров Республики Беларусь от 06.06.2025 г. № 303 «Об обеспечении функционирования 
информационной системы обмена сведениями» – Pravo.by 
20 Statement by a Human Rights Coalition on the Forced Expulsion from the Republic of Belarus of Persons Released as a 
Result of Pardon | Беларускі Хельсінкскі Камітэт 
21 Силовики собирают ДНК у родственников уехавших из Беларуси: хроника преследования восьмого августа 
22 Постановление Совета Министров Республики Беларусь от 10.06.2025 г. № 319 «Об изменении постановлений Совета 
Министров Республики Беларусь от 30 декабря 2014 г. № 1256 и от 12 октября 2021 г. № 575» – Pravo.by 

https://myfin.by/article/biznes/10-let-erip-kak-plateznaa-sistema-dla-millionov-stala-nezametnym-servisom-43130
https://pravo.by/document/?guid=12551&p0=P31500478
https://pravo.by/document/?guid=12551&p0=P31500478
https://pravo.by/document/?guid=12551&p0=P32500107
https://pravo.by/document/?guid=12551&p0=P32500107
https://pravo.by/document/?guid=12551&p0=C22500303
https://pravo.by/document/?guid=12551&p0=C22500303
https://belhelcom.org/en/news/statement-human-rights-coalition-forced-expulsion-republic-belarus-persons-released-result
https://belhelcom.org/en/news/statement-human-rights-coalition-forced-expulsion-republic-belarus-persons-released-result
https://spring96.org/ru/news/118451
https://pravo.by/document/?guid=12551&p0=C22500319
https://pravo.by/document/?guid=12551&p0=C22500319
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amendments to the procedure for placing natural and legal persons on the lists of individuals 
implicated in "terrorist" and "extremist" activities. The document was adopted at the initiative of the 
KGB, the Ministry of Internal Affairs, and the Office of the Prosecutor General with the stated aim of 
"clarifying the legal grounds and harmonizing approaches in the field of countering terrorism and 
extremism."23 New articles of the Criminal Code were added to the "terrorist" list, including those 
relating to the receipt of foreign gratuitous aid and the propaganda of war, while the "extremist" list 
was extended to cover any criminally punishable acts motivated by enmity — including offenses under 
economic and tax provisions. Certain nominally mitigating norms were formally introduced — in 
particular, inclusion on the list under Article 130 of the Criminal Code ("incitement to hatred") now 
requires an individual decision by the leadership of the Ministry of Internal Affairs, the KGB, and the 
Prosecutor General's Office, and removal from the "terrorist list" became possible upon personal 
application. Nonetheless, the amendments as a whole consolidate and expand the repressive toolkit. 

In 2025, a jewelry brand — Belaruskicry — became subject to repression for the first time: its website 
and social media accounts were recognized as "extremist materials," and the company itself was 
designated an "extremist formation." 

• Personal Data 

The general trend of integrating government information systems (registries) affects the potential 
vulnerability of personal data — in particular, their use for purposes other than those for which they 
were originally collected. The situation is further aggravated by the absence of an adequate level of 
judicial protection. The intensification of data integration across various government information 
systems — USIS and E-Pasluga — is discussed above. 

Regulatory elaboration of the use of biometric documents and the collection of biometric/personal data 
continues. A Joint Instruction of the Ministry of Internal Affairs and the Ministry of Foreign Affairs of 3 
January 2025 No. 1/124 approved two instructions on the organization of work with biometric 
documents. In addition to issues of the collection of biometric and personal data, and the issuance, 
replacement, confiscation, storage, and destruction of identification cards and biometric documents, 
the instructions regulate a number of important matters pertaining to the private sphere. In particular, 
they establish rules for recording a name as a key element of personal self-identification, including 
rules for transliteration: the Latin-script rendering of surname and first name, where the applicant does 
not specify their preferred transliteration, is generated automatically from Belarusian in accordance 
with ICAO recommendations (ICAO DOC 9303). The use of punctuation marks and diacritics — other 
than a hyphen and an apostrophe — is prohibited in names. Modification of transliteration at the 
citizen's request is permitted no more than once. 

 
23 Первые приговоры за «экстремизм» без назначения наказания и решения судов по делу «Беларусского Гаюна»: обзор 
борьбы с «экстремизмом» в Беларуси за апрель-июнь 2025 - Human Constanta 
24 Постановление Министерства внутренних дел Республики Беларусь от 03.01.2025 г. № 1/1 «Об организации работы с 
биометрическими документами» – Pravo.by 

https://humanconstanta.org/obzor-borby-s-ekstremizmom-v-belarusi-za-aprel-iyun-2025/#i
https://humanconstanta.org/obzor-borby-s-ekstremizmom-v-belarusi-za-aprel-iyun-2025/#i
https://pravo.by/document/?guid=12551&p0=W22543137
https://pravo.by/document/?guid=12551&p0=W22543137
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2025 is marked by a major data breach from the Telegram bot of the monitoring project "Belarusian 
Hajun", to which people had been submitting photos and videos of the movement of Russian military 
equipment through Belarusian territory since the beginning of Russia's full-scale invasion of Ukraine 
in 2022. According to statements by the project's founder, A. Motolko, more than 30,000 people 
submitted information to the bot in 2023.25 As a result of negligence on the part of the bot's creators, 
after it was hacked by Belarusian security services on 5 February 2025, they gained access to the entire 
array of chat data.26 The "Belarusian Hajun" project announced the termination of its activities 
immediately following the compromise of the bot. Throughout 2025, detentions and convictions 
continued; as of February 2026, the Human Rights Center "Viasna" confirmed at least 183 individuals 
implicated in the "Hajun" case,27 with at least 146 persons on the list of political prisoners convicted in 
the "Hajun" case.28 Prosecution proceeds primarily under Article 361-4 of the Criminal Code ("assistance 
to extremist activities"), with sentences of imprisonment of approximately three to five years or 
restriction of liberty (defendants note the unpredictability of law enforcement and describe it as a 
"lottery").29 

The prosecutions in the "Hajun" case are built around digital activity (the transmission of information 
through the bot) — that is, around the processing and interpretation of communications data as legally 
significant facts. From the standpoint of respect for private life, the legitimacy of interference for the 
purpose of protecting national security may be conceded (the movement of military equipment is 
sensitive information in all countries); however, such interference must be lawful (entailing criminal 
procedural guarantees), and the state is obligated to maintain a balance between interference and the 
protection of personal data. It is evident that the overwhelming majority of the information submitted 
posed no threat whatsoever to national security, yet people were nonetheless detained and punished 
— which calls that stated purpose (national security) into question from the outset. 

The founder of the project, A. Motolko, was convicted in absentia on 4 March 2025 by the Hrodna 
Regional Court and sentenced to 20 years' imprisonment and a fine of 2,000 base amounts (84,000 
Belarusian rubles / approximately 25,000 euros). According to the investigation, in late May 2020 he 
"organized and led a conspiracy with the aim of seizing state power by unconstitutional means" and 
was "the creator, administrator, and leader of a number of Telegram channels ('MotolkoHelp,' 
'Belarusian Diaspora Against the War: Dzechat,' 'Belarusian Hajun,' and others)"; he was charged under 
14 articles of the Criminal Code.30 

The National Center for Personal Data Protection continues its activities. According to information 
available in open sources, the number of applications to the NCPDP is growing (2022 — 1,018; 2023 — 

 
25 «30 тысяч человек сообщили о перемещении войск». Интервью с создателем «Беларускага Гаюна» Антоном Мотолько 
- Беларуская асацыяцыя журналістаў 
26 Силовики получили несанкционированный доступ к чат-боту Гаюна — МотолькоПомоги 
27 Четвёртый год войны — четвёртый год репрессий: как в Беларуси судят за поддержку Украины 
28 Политзаключённые и репрессированные в Беларуси 
29 "В один день заехало 40 человек по "Гаюну". Фигурант громкого дела — о пяти месяцах в СИЗО 
30 Anton Matolka — Political prisoners and repressed in Belarus 

https://baj.media/be/30-tysyach-chelovek-soobshchili-o-peremeshchenii-voysk-intervyu-s-sozdatelem-belaruskaga/
https://baj.media/be/30-tysyach-chelovek-soobshchili-o-peremeshchenii-voysk-intervyu-s-sozdatelem-belaruskaga/
https://motolko.help/ru-news/siloviki-poluchili-nesankczionirovannyj-dostup-k-chat-botu-gayuna/
https://spring96.org/ru/news/119661
https://prisoners.spring96.org/ru/list?status%5b%5d=all&cluster%5b%5d=79
https://spring96.org/ru/news/119485
https://prisoners.spring96.org/en/person/anton-matolka
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1,468; 2024 — 1,304; 2025 — 1,462), as is the number of complaints (2022 — 101; 2023 — 191; 2024 
— 525; 2025 — 580).31 Data breaches do occur, but the NCPDP considers their number to have declined 
in recent years.32 Among the most significant breaches of 2025 was an incident at an equipment 
delivery company affecting 175,000 individuals, and a breach at a retail chain affecting 110,000 
persons.33 

Approximately 14% of complaints concern the processing of personal data in the course of personal, 
family, and similar use. The remaining complaints in 2025 were distributed across the following sectors: 

• trade and services (45%); 

• social sphere — education, healthcare, etc. (12%); 

• homeowners' associations (11%); 

• public administration (7%); 

• banking and finance (7%); 

• postal and electronic communications (4%).34 

Plans have been announced to amend personal data legislation in 2026, drawing on five years of 
practice in applying the Personal Data Protection Act. 

According to the Investigative Committee, approximately 20,000 cybercrime offenses were committed 
in Belarus in 2025, representing approximately 30% of all registered criminal cases; the majority of 
such offenses involve remote theft of property and fraud, with personal data serving as the foundation 
for criminal activity.35 

• Inviolability of Home and Correspondence 

In 2025, regulatory changes occurred that heighten the risks of arbitrary interference with private life. 
In particular, in May 2025 amendments were adopted to the Law "On Postal Communications,"36 
providing for the creation of "a unified automated system for recording and storing data on the 
movement of registered postal items," to which operative-investigative bodies were granted round-

 
31 Обращения и жалобы в НЦЗПД: что волнует людей и бизнес – ibmedia; ОТЧЕТ о деятельности Национального центра 
защиты персональных данных Республики Беларусь за 2025 год - Национальный центр защиты персональных данных 
Республики Беларусь 
32 Национальный центр защиты персональных данных обнаружил утечки, о которых операторы не догадывались 
33 Что может измениться в законе о персональных данных 
34 ОТЧЕТ о деятельности Национального центра защиты персональных данных Республики Беларусь за 2025 год - 
Национальный центр защиты персональных данных Республики Беларусь 
35 От киберугроз до цифрового суверенитета: в Минске обсудили тему защиты персональных данных - Минск-новости 
36 Закон Республики Беларусь от 29.05.2025 г. № 79-З «Об изменении Закона Республики Беларусь "О почтовой связи"» 
– Pravo.by 

https://ibmedia.by/news/obrashheniya-i-zhaloby-v-ntszpd-chto-volnuet-lyudej-i-biznes/
https://cpd.by/o-centre/otchety-o-dejatelnosti/otchet-o-dejatelnosti-za-2025-god/
https://cpd.by/o-centre/otchety-o-dejatelnosti/otchet-o-dejatelnosti-za-2025-god/
https://cpd.by/o-centre/otchety-o-dejatelnosti/otchet-o-dejatelnosti-za-2025-god/
https://belta.by/society/view/natsionalnyj-tsentr-zaschity-personalnyh-dannyh-obnaruzhil-utechki-o-kotoryh-operatory-ne-dogadyvalis-721503-2025/
https://money.onliner.by/2026/01/28/nazvali-samye-gromkie-utechki-za-2025-god-chto-nuzhno-znat-o-personalnyx-dannyx-uzhe-sejchas
https://cpd.by/o-centre/otchety-o-dejatelnosti/otchet-o-dejatelnosti-za-2025-god/
https://cpd.by/o-centre/otchety-o-dejatelnosti/otchet-o-dejatelnosti-za-2025-god/
https://minsknews.by/ot-kiberugroz-do-czifrovogo-suvereniteta-v-minske-obsudili-temu-zashhity-personalnyh-dannyh/
https://pravo.by/document/?guid=12551&p0=H12500079
https://pravo.by/document/?guid=12551&p0=H12500079
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the-clock access in the absence of procedural guarantees for the protection of the secrecy of 
correspondence. 

The legislative entrenchment of procedures for restricting individuals' access to the internet and 
electronic communications services continued. Council of Ministers Resolution No. 476 of 2 September 
202537 approved two regulations: one on the procedure for restricting (restoring) access to the internet 
resource of a legal entity or individual entrepreneur (i.e., effectively on the right to petition for the 
blocking of resources), and one on restrictive measures for the termination, suspension, or restoration 
of electronic communications and internet services for natural and legal persons (i.e., effectively on the 
right to petition for the disconnection of subscribers from internet and electronic communications 
services). Such powers were conferred upon the Prosecutor General, the Chairman of the Investigative 
Committee, the Chairman of the KGB, the Minister of Internal Affairs, or other officials authorized by 
them. The grounds for submissions seeking such restrictions are, in both cases, "information on an 
identified violation of the law, and on the causes and conditions conducive to the commission of a 
crime." The Resolution states that this authority is based on Part 2 of Article 199 of the Code of Criminal 
Procedure (CCP). 

As an analysis of the evolution of the provision reveals,38 the substance of Article 199 of the CCP is that 
if a criminal prosecution body identifies, in the materials of an inquiry or a criminal case, violations of 
the law and the causes and conditions that contributed to the commission of a crime, it is entitled to 
submit to an organization or official a representation on the adoption of measures to remedy the 
identified inconsistencies with the law. Such a representation is subject to consideration with a 
mandatory notification of the measures taken within one month of receipt of the representation. Part 
2 was added to Article 199 of the CCP by recent amendments (February 2025) to criminal legislation. 
The wording of Part 2 conflicts with the meaning and spirit of the provision enshrined in Article 199, 
since Article 199 in its original form envisaged neither, first, powers to impose restrictive measures, 
nor, second, applicability to legal entities and officials only. Resolution No. 476 establishes the 
procedure for exercising the powers enshrined in the CCP. To lift the restrictions imposed, natural and 
legal persons may, after remedying the violations, submit a "reasoned application" for the restoration 
of access and communications. Among the grounds on which this may be refused is "the objective 
impossibility of reliably confirming the elimination of the violations that served as the basis for the 
restriction." Such provisions further broaden the basis for arbitrary actions by law enforcement bodies 
in the context of political persecution and constitute a violation of the right of access to information 
and arbitrary interference with private life (in the case of the blocking of electronic communications 
and internet services for individuals). 

 
37 Постановление Совета Министров Республики Беларусь от 02.09.2025 г. № 476 «О порядке применения мер 
ограничительного характера» – Pravo.by 
38 https://trends.belhelcom.org/storage/reviews/January2026/aLhKTZx4Pnk9NqjtRTRy.pdf, P. 13 

https://pravo.by/document/?guid=12551&p0=C22500476
https://pravo.by/document/?guid=12551&p0=C22500476
https://trends.belhelcom.org/storage/reviews/January2026/aLhKTZx4Pnk9NqjtRTRy.pdf
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In 2025, inspections and searches of mobile devices at the border continue as an element of monitoring 
the "online footprint.39 "Phone checks" at workplaces continue.40 Furthermore, the Digital Security Lab 
(DSL) of Reporters Without Borders (RSF), in collaboration with RESIDENT.NGO, discovered in 202541 a 
previously unknown spyware tool used by the KGB of Belarus for surveillance — targeting, in particular, 
journalists and media workers. This constitutes a qualitatively different form of interference, enabling 
continuous, covert, and temporally unlimited monitoring of an individual's entire communications. 

Presidential Decree No. 97 of 6 March 2025,42 which amends the provisions of Presidential Decree of 
25 October 2007 No. 534, "On Measures to Improve Security Activities," altered the list of organizations 
in which personal search, search of belongings and documents, and inspection of vehicles are permitted 
(legal entities in whose ownership or operational management sports facilities, shopping centers, and 
cultural infrastructure facilities are located; entities that on a permanent basis organize discotheques 
or operate entertainment (nightclub) venues and maintain security units). Experts view this trend as 
the gradual legislative entrenchment of practices that have already existed in fact. 

The practice of conducting searches at the homes of relatives of those persecuted and of persons who 
have been compelled to leave the country continues. Experts stressed that the purpose of such searches 
is not the gathering of evidence (which relatives frequently cannot possess) but rather intimidation and 
pressure through the exploitation of family ties. This directly violates the criterion of necessity for 
conducting a search as enshrined in both international standards and national procedural law. 

Beginning in late 2024 — early 2025, the publication of video recordings containing scenes of 
humiliating detentions and "confessions" on pro-government channels — which had previously been 
widely used and have been recognized as a form of ill-treatment43 — has effectively ceased. Human 
rights defenders note that this has made the identification of detainees more difficult. Experts refrain 
from unambiguous assessment of the causes of this change, which may be attributable to 
propagandistic normalization ("it's all in the past"), to the suppression of civil society monitoring, or to 
an internal organizational decision. 

 

 
39 Судебный конвейер за информацию о военной технике и «экстремистские» треш-блогеры - Human Constanta (P. 20, 
39); «Вы наблюдаете за чужим миром в наручниках за спиной». Досмотры догола, «лицом к стене» и ожидание уголовки 
в изоляторе после задержания на границе; https://t.me/viasna96/31550 
40 Судебный конвейер за информацию о военной технике и «экстремистские» треш-блогеры - Human Constanta, P.59 
41 https://rsf.org/en/exclusive-rsf-uncovers-new-spyware-belarus ; Technical report by RESIDENT.NGO: 
https://resident.ngo/lab/writeups/residentbat-android-kgb-spyware-in-belarus-2025  
42 Указ Президента Республики Беларусь от 06.03.2025 г. № 97 «Об изменении Указа Президента Республики Беларусь» 
– Pravo.by 
43 When Torture Goes Public: How Belarus Turns Forced Confessions… | OMCT 

https://humanconstanta.org/extremism_10_12_25/
https://mediazonaby.com/article/2025/05/06/ivs
https://mediazonaby.com/article/2025/05/06/ivs
https://t.me/viasna96/31550
https://humanconstanta.org/extremism_10_12_25/
https://resident.ngo/lab/writeups/residentbat-android-kgb-spyware-in-belarus-2025
https://pravo.by/document/?guid=12551&p0=P32500097
https://pravo.by/document/?guid=12551&p0=P32500097
https://www.omct.org/en/resources/blog/when-torture-goes-public-how-belarus-turns-forced-confessions-into-a-tool-of-fear

